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Biometrics

Measurement and analysis of 
physiological states 

Examples
heart rate, brain ac7vity (fNIRS, 
EEG, fMRI), eye movements 
(eyetracking), galvanic skin 
response (EDA)

Widely used across mul2ple 
domains
E.g., medicine, psychology, 
educa7on etc.
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Why biometrics for SE?

Biometrics give us insight into 
psychological and emotional states 
a person experiences during SE 
tasks
● Without biometrics, we must 

rely on self-reported measures 
which can be subject to bias

They can also be used as an 
interface to control systems (e.g., 
BCI)
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Biometrics are quickly gaining adoption in SE research

Development of newer 
technologies has lead to:
● lowered the barrier to 

entry
● more precise 

measurements

Most commonly used 
biometrics:
● Eyetracking
● Brain Imaging - EEG, fMRI, 

fNIRS
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Menzen, Juliano Paulo, Kleinner Farias, and Vinicius Bischoff. "Using biometric data in software engineering: a systematic mapping 
study." Behaviour & Information Technology 40.9 (2021): 880-902.



Outline
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1. Biometrics in SE
a. Eyetracking
b. Brain Imaging

i. fMRI
ii. fNIRS
iii. EEG

2. A novel framework to combine brain imaging with eyetracking
a. Overview
b. Tooling to facilitate multimodal biometric research in SE

3. Hands on!
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Eyetracking



Eyetracking
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● Extensively used to study complex 
information processing tasks (such as SE)

● Low cost, and easy to deploy

● Eye movements give us insights into a 
participant’s cognitive and psychological 
(including emotional) state 

● Next 10-15 years: technologies that allow 
the usage of commodity hardware (e.g.
smartphones, webcams) to capture eye 
movements



Eyetracking: Basics
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Types of eye movements:
● Fixations: Extended focus on a specific point of interest. This is where 

visual information processing occurs.
● Saccades: Rapid movement of the eyes from one point of interest to 

another. No processing is happening here.

Eyetrackers typically record the raw location at which the eyes are directed at 
some polling rate, known as gazes.

Raw gazes need to be processed into fixations and saccades using existing 
algorithms.



Measures in Eyetracking
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Wide variety of metrics that 
indicate different cogni7ve 
states

Examples:
fixa7on dura7on, fixa7on 
count, pupil diameter

Sharafi, Zohreh, et al. "Eye-tracking metrics in software engineering." 2015 Asia-Pacific Software Engineering Conference (APSEC). IEEE, 2015.



Measures in Eyetracking
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Global metrics
Concerned with areas of interest (AOI) and associated eye movements

Examples: 
● Fixation duration/count - how many times did the participant view a 

particular area of interest (identifiers)
● Regression Rates - how often did the participant come back to a part of 

the stimulus they’ve already seen



Measures in Eyetracking
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Scanpath metrics
Concerned with the sequence of eye movements

Examples: 
● Transition matrix - how often did the participant move between 

different areas of interest.
● Reading Order - how close are the participant’s eye movements to a 

particular model for reading order (e.g. story/linear order vs execution 
order)



iTrace: Eyetracking for SE
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A set of tools for supporting 
eyetracking experiments in SE

Allows mapping of eye gazes to 
fine-grained source code 
elements, and common gaze 
processing algorithms

Support for Eclipse, Visual Studio, 
Atom, and other IDEs/editors

Shaffer, Timothy R., et al. "itrace: Enabling eye tracking on software artifacts within the ide to support software engineering tasks." Proceedings 
of the 2015 10th Joint Meeting on Foundations of Software Engineering. 2015.



Notable Publications
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No difference between 
underscore and camel case 
in terms of performance.

Metrics Used
Fixation duration, fixation 
count, AOI transitions

Sharif, Bonita, and Jonathan I. Maletic. "An eye tracking 
study on camelcase and under_score identifier styles." 
2010 IEEE 18th International Conference on Program 
Comprehension. IEEE, 2010.



Notable Publications
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Proposes a new metric 
linearity, which is shown to 
have a strong effect on the 
reading order

Metrics Used
Fixation duration, fixation 
count, regression rates, 
story/execution order

Peitek, Norman, Janet Siegmund, and Sven Apel. 
"What drives the reading order of programmers? 
an eye tracking study." Proceedings of the 28th 
International Conference on Program 
Comprehension. 2020.
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Brain Imaging



Brain Imaging
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● Direct measurements on brain activity

● Higher accuracy and precision than eye-
tracking and other biometrics for cognitive 
effort

● Allows us to localize brain activity to 
different brain regions and study 
interconnectivity between these regions

● Requires more expertise to operate (difficult 
to use as blackbox tool)



Functional Magnetic Resonance 
Imaging (fMRI)

• AcGvated brain regions need more 
oxygen

• By measuring oxygenated and 
deoxygenated blood we can 
approximate mental effort

• Uses strong magnets to create 
structural images of the human brain

18
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Notable Publications

First study using fMRI in SE

• Reading source code activates 
brain areas related to language 
comprehension, problem 
solving, working memory.
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Siegmund, Janet, et al. "Understanding understanding 
source code with functional magnetic resonance imaging." 
Proceedings of the 36th international conference on 
software engineering. 2014.



Notable Publications

● Replicates prior work and 
supports the use of fMRI for 
program comprehension 
studies

● Comprehension based on 
semantic cues elicits lower 
levels of brain activation 
compared to bottom-up 
comprehension

20

Siegmund, Janet, et al. "Measuring neural efficiency of 
program comprehension." Proceedings of the 2017 11th 
Joint Meeting on Foundations of Software Engineering. 
2017.
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Functional Near-Infrared 
Spectroscopy (fNIRS)

• fNIRS measures same hemodynamic 
response as fMRI

• Concentration changes in oxygenated 
(HbO) and deoxygenated hemoglobin 
(HbR) indicators of mental effort

• Used in a wide variety of working 
memory research

• Less invasive
• Allows us to more closely replicate 

real working environments + tasks!

22
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fNIRS: Basics
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• Infrared light is emitted by 
several sensors, and after going 
through tissue, some of this gets 
reabsorbed by detectors

• The headband is divided into 
multiple optodes

Biopac fNIRS 2000s



Processing fNIRS Data
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• Signal Quality (SNR)
• Channel exclusions (poorly fit optodes)

• Visual Inspection, PHEOBE

• Motion artifact correction
• Visual inspection + Wavelet filtering (high freq. spikes)

• Physiological Noise
• Filtering, denoising, baseline drift correction
• Bandpass filtering (> 0.2 and < 0.01Hz heartbeat, respiratory resp)
• LF de-noising (SSD, PCA, GloAvg)

• Detecting task evoked activation
• Using both Hbo, HbR and combination (Oxy)
• Block Averaging control vs task (t-test, ANOVA)
• GLM

• Community continues to work towards standardized methodologies

Hocke, Lia M., et al. "Automated processing of fNIRS data—a visual guide to the pitfalls and consequences." Algorithms 11.5 (2018): 67.
Klein, Franziska, and Cornelia Kranczioch. "Signal processing in fNIRS: a case for the removal of systemic activity for single trial data." 
Frontiers in human neuroscience 13 (2019): 331.



Electroencephalography (EEG)

• Measures electrical impulses in the 
brain

• Different patterns of oscillations of 
these impulses or brain waves have 
been shown to be associated with 
distinct cognitive states

• Measures neuronal activity directly, 
but signal can be quite noisy

26
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• Among the first studies 
to combine multiple 
biometrics – EEG, EDA, 
eyetracking

• EEG and eye tracking 
metrics can distinguish 
between task difficulty 
at coarse level

Fritz, Thomas, et al. "Using psycho-
physiological measures to assess task 
difficulty in software development." 
Proceedings of the 36th international 
conference on software engineering. 
2014.

Notable Publications



Notable Publica/ons
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• Experienced programmers
comprehend programs with 
lower cognitive load than less 
experienced programmers

• Self reported programming 
efficiency better correlated 
with efficiency of 
comprehension when 
compared to years of 
experience

• EEG and eyetracking

Peitek, Norman, et al. "Correlates of programmer efficacy and their link to experience: A combined EEG and eye-tracking study." Proceedings of 
the 30th ACM Joint European Software Engineering Conference and Symposium on the Foundations of Software Engineering. 2022.



Comparison of brain imaging techniques
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Combining Brain Imaging with 
Eyetracking

+



Eye tracking to improve explanatory 
power of Neural Imaging

• A single measurement method is not 
sufficient to understand the full 
complexity of the cognitive processes 
involved in program comprehension

• Using a multi-modal approach to 
connect the cognitive processes to 
behavior. i.e. connect eye movement 
patterns and brain activation to the 
programmer’s strategy of program 
comprehension

31



A novel framework for program comprehension research
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ACM SIGSOFT 
distinguished 
paper award
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ICPC ‘18

Fakhoury, Sarah, et al. "The 
effect of poor source code 
lexicon and readability on 
developers' cognitive load." 
Proceedings of the 26th 
Conference on Program 
Comprehension. 2018.

A novel framework for program comprehension research



Linguistic Antipatterns (LAs) 

Poor recurring practices that 
create inconsistencies between 
naming, documentation, and 
implementation of the software 

Arnaoudova, Venera; Di Penta, Massimiliano; Antoniol, Giuliano. Linguistic Antipatterns: What They are and How Developers Perceive 
Them. Empirical Software Engineering (EMSE), 21 (1), pp. 104–158, 2015. 34



Experiment Design
● Assign participants to a control group or treatment group

● Each participant performs a bug localization task on several code 
snippets
○ We collect open source code snippets and inject bugs into 

them

● Treatment group viewed same code as control group, but we inject 
linguistic anti-patterns (LAs) into the code
○ This isolates any increased neuronal activity in the treatment 

group to the LAs injected into the code

35



Experiment Setup
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Experiment Protocol
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Results: Impact of Linguistic Antipatterns

• Correctness: 65% of parGcipants are successful 
at finding the bug. Compared to 77% of 
parGcipants for the control task.
• Speed: Takes almost twice as long to find the 

same bug. 5 minutes vs 3 minutes for control
• Cogni<ve Impact: Poor lexicon significantly 

increased cogniGve load, measured by HbO
and HbR concentraGons (p=0.005 with large 
effect size)

• Not immediately obvious to parGcipants why 
the code was causing inconsistencies in their 
mental model

38
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…and more!
EMSE ‘20 • Both lexical and structural 

inconsistencies cause 
reduced performance, but 
only lexical 
inconsistencies result in 
increased cognitive load

• Self report task difficulty, 
total fixation duration and 
cognitive load are not 
aligned; they seem to 
measure different aspects 
of task difficulty

Fakhoury, Sarah, et al. "Measuring the impact of lexical and structural inconsistencies on developers’ cognitive load during bug localization." 
Empirical Software Engineering 25 (2020): 2140-2178.
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Tool Support for Biometrics in SE 

+



Limitations of existing tools

• Existing fNIRS toolkits do not 
combine multimodal data like 
eye tracking

• Existing tools for eye tracking 
map gazes over images, not 
source code elements!

Need new tools that allow 
dynamic visualization of 

multimodal data 

41



VITALSE: Data Visualization and Analysis for Biometrics in SE

ICSE ‘20

42 Roy, Devjeet, Sarah Fakhoury, and 
Venera Arnaoudova. "VITALSE: 
visualizing eye tracking and 
biometric data." Proceedings of the 
ACM/IEEE 42nd International 
Conference on Software 
Engineering: Companion 
Proceedings. 2020.
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• Interactive visualization of multi-
modal biometric data over source 
code

• Can visualize generic biometric 
data annotated with eyetracking 
data

• Useful for exploratory data 
analysis, qualitative analysis and 
post experiment interviews

VITALSE 1.0



gazel

• ~2010-2015  Eye tracking 
data is mapped to static 
images or videos of code
• 2015 ITrace [1] introduces 

way to track gazes on large 
source code snippets inside of 
an IDE, automatic mapping to 
code elements

Addresses major limitation:
cannot run or edit code, 
limiting the kind of program 
comprehension studies 
researchers can conduct.

44

[1] Shaffer, T.R., Wise, J.L., Walters, B.M., Müller, S.C., Falcone, M. and Sharif, B., 2015, August. itrace: Enabling eye tracking on software artifacts within the ide to support 
software engineering tasks. In Proceedings of the 2015 10th Joint Meeting on Foundations of Software Engineering (pp. 954-957).



Suppor2ng real-
world tasks
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gazel: Supporting Experiments with Code Edits

ICSE ‘21
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Fakhoury, Sarah, et al. "gazel: Supporting 
source code edits in eye-tracking studies." 
2021 IEEE/ACM 43rd International 
Conference on Software Engineering: 
Companion Proceedings (ICSE-Companion). 
IEEE, 2021.
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• Work in progress

• Built to add support for 
visualization of edits during 
experiments (evolving source 
code)

You will be using this in the 
hands-on today!

VITALSE 2.0



What’s next? 
● Biometrics provides us with a new lens to view human factors in SE

• How do we operationalize our findings from biometrics to build 
tools and languages that support program comprehension?

● Tooling support for biometrics for SE is still in its infancy. We need 
more community support to build a better ecosystem to support 
biometric research in SE.

● Advancements in biometrics:
○ The current state of biometrics places many constraints on what 

we can study. Can we move past the current limitations?

48



Hands-on Tutorials

Getting Started
Download the supporting materials from:
https://tinyurl.com/SIESTA23-Biometrics

Overview of activities
1. Setting Up and Data Preprocessing
2. Introduction to VitalSE 2.0
3. Exercises

https://tinyurl.com/SIESTA23-Biometrics

